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That’s me

Diploma in Industrial Engineering and Management 

(“Wirtschaftsingenieurwesen”), University of Karlsruhe

SIEMENS Management Consulting

Various Positions in Strategy

General Manager RUGGEDCOM, Canada

VP, Head of Business Line Industrial and Rugged 

Networks
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As a global technology company, we empower

our customers to transform their industries and 

markets, helping them to transform the everyday.

311,000
Employees 1

€72.0 bn
Revenue 2

€4.4 bn
Net income 3

15.1%
Profit margin 

Industrial Business 2

1 As of September 30, 2022  |  2 In fiscal 2022  |  3 Continuing and discontinued operations



Businesses and Services of Siemens AG
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Industrial Business

Digital

Industries

Smart

Infrastructure Mobility

Siemens 

Healthineers1

1 Publicly listed subsidiary of Siemens; Siemens’ share in Siemens Healthineers is 75% 

Portfolio 

Companies

Siemens

Advanta

Services

Siemens Financial Services Siemens Real Estate Global Business Services
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Rising pressure in workforce, supply, demand and resources 
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Growing Trends and Challenges

Lack of talent and 
distributed workforce

Volatility in supply 

and demand

Scarce resources 

and sustainability

Industries are re-thinking production

7.9 m
open jobs in manufacturing cannot 
be staffed in 2030

Source: Korn/Ferry

$600 bn
value cannot be realized by manufacturers 
in 2030 due to lack of workers

Source: Korn/Ferry

Double-digit 

price increases
of raw materials in 2021

Source: McKinsey

Shipping delays
had the biggest impact on manufacturers’ 
supply chain in 2020/21

Source: Deloitte

37%
of the global energy is consumed 
by industries

Source: IEA

30%
of global greenhouse gas emissions 
come from industry

Source: WEF
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https://www.kornferry.com/content/dam/kornferry/docs/pdfs/KF-Future-of-Work-Talent-Crunch-Report.pdf
https://www.kornferry.com/content/dam/kornferry/docs/pdfs/KF-Future-of-Work-Talent-Crunch-Report.pdf
https://www.mckinsey.com/industries/advanced-electronics/our-insights/winning-the-race-with-inflation-the-pricing-opportunity-for-industrial-companies
https://www2.deloitte.com/us/en/insights/industry/manufacturing/realigning-global-supply-chain-management-networks.html
https://www.iea.org/reports/tracking-industry-2020
https://www3.weforum.org/docs/WEF_Industry_Net_Zero_Accelerator_2023.pdf
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Become a 

Digital

Enterprise
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The convergence of IT and OT
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OT

IT
Information layer

• Integrate ERP systems

• Control production and processes

• Plan and optimize operations

Convergence layer

• Collect data

• Understand correlations

• Leverage potentials

Operation layer

• Execute production

• Generate data

• Implement insights

Industrial

Internet 

of Things

Top Floor

Shop Floor

IIoT

The convergence of 

IT and OT enables the 

Digital Enterprise

Laying the groundwork 

for data-driven decision 

making.

ERP

MOM

MES

IT Systems

Industrial Edge

SCADA/HMI

Connectivity

OT Systems

Security



IT/OT integration use cases are scalable to boost your
productivity based on Digital Enterprise Portfolio
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OT

IT
IT/OT 

integration

Sustainability

Performance 

Optimization

Quality

… more

Flexibility

Traceability

Industrial 

Security

Flexible Production 

Increase your production speed with the smart integration of 

IT/OT enabling paperless production with Order Processing

Higher Quality and Traceability 

Track & Trace for auditable at any time thanks 

to a complete production database

Performance and Efficiency Optimization 

Calculating KPIs e.g., OEE to optimize production.

Cost Reduction and Efficiency 

Increase Equipment Availability through the identification 

of improvements and anomalies for reliable production

Logistics

Increase flexibility and just in time thanks 

to smart data connection.

Maintenance

Decrease downtimes with maintenance management

(reactive, preventive, predictive)

Sustainable Operation

Efficient energy use, meet climate change 

and regulatory requirements

… many more are possible



Manufacturing Karlsruhe

Wir sind...

Wachsen & lernen mit
unseren jungen Talenten

144 

Uns begeistern
Technologien

mit echtem

Mehrwert
Produktvarianten

> 24 000

Innovativ
Neuanläufe / Jahr

>

160
mit 28
verschiedenen

Nationalitäten

Ein Team

aus1100 Menschen
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Vaccine against Covid within one year –

from development to release to production

• Rapid production of Covid-19 vaccine in large quantities

• Paperless documentation of development and production, 

immediately fulfilling all documentation requirements

• Accelerated vaccine development and production 

within one year

• Conversion time for existing production facility cut 

from one year to five months

Logo optional
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1
year  

develop-

ment

-7
months 

conversion 

time 



This in only possibe with integration of value chain and stakeholders

Data needs to flow freely 

to seamlessly integrate 

the entire value chain from 

design to realization to 

optimization and even 

beyond company borders to 

connect all stakeholders.
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Both Information Technology 

and Operational Technology 

are at risk.
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Attacks on Siemens by cybercriminals

A total of:

4-6 bil. 100,000 1,000
events per day attack attempts per year incidents in a month
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Exponential growth of vulnerabilities with 
digitalization means increased attack surface
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Cybersecurity for Industry

Published vulnerabilities
Source: NIST of all disclosed 

vulnerabilities in 

software 

products during 

2021 were 

evaluated as 

“critical”

Source: BSI

Connected devices 

worldwide
Source: IoT Analytics

registered 

devices in 

Siemens 

in FY22

+9% compared 

to FY21

Source: ITAM1

4,667

23,722

2010 2022 2025

8.8 bn

41.2 bn

2010 2022 2025

Strong need for of automation systems 

and OT against Cyber-threats

Despite not all vulnerabilities affect all devices, it is fair to assume 

the combination of increased connectivity and published 

vulnerabilities has a multiplication effect

xConnected

devices

Published 

vulnerabilities

1 IT Asset Management
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https://www.bsi.bund.de/SharedDocs/Downloads/DE/BSI/Publikationen/Lageberichte/Lagebericht2022.pdf?__blob=publicationFile&v=6
https://www.statista.com/statistics/500755/worldwide-common-vulnerabilities-and-exposures/


of industrial companies?

Unrestricted | © Siemens 2023 | H. Barth | Die resiliente Fabrik - sicher, vernetzt, flexibel | September 2023Seite 16



Unrestricted | © Siemens 2023 | DI Horizontal Cybersecurity

The convergence of IT and OT

OT

IT
Including 

vertically for the successful 

fusion of IT and OT.
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We think about cybersecurity holistically
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Processes

People

Technology
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Cybersecurity step by step

Where do I stand? 

Where do I want to go? 

Where do I start?

Which are my critical 

assets?

How can I protect my critical assets?

How do I secure my overall environment?

How do I know if my 

security controls are 

working?

What do I do in case 

of a cyber attack?

Cybersecurity 

Assessment

• IEC 62443 

Assessment

• ISO 27001/ISMS 

Assessment

• High-level gap 

assessment

Strategy, 

Policies and 

Governance

Remote 

Access

Access 

Control

Risk & Vulnerability 

Management

Network 

Segmentation

Security Patching

System Hardening

Malware Protection

Security Logging 

and Monitoring

Data Backup & 

Restore

ICS Sensors & Real 

Time Threat Detection

Investigation & 

Hunting

Threat Mitigation & 

Response

Disaster Recovery 

Plan

Business Continuity 

Plan

Asset Management

Vulnerability 

Assessment/ 

Pentesting

Phases of 

the Journey

Training, Simulations and AwarenessIdentify Protect Detect RecoverDefense

Continuous Improvement
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Network Management is key to fulfill security regulations (e.g. IEC-62433) and simplify 
maintenance for OT-plant operators
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➔ Graphical and rule-based 

configuration of all permitted 

communication relationships at 

zone transitions

➔ Elimination of software 

vulnerabilities through

regular firmware update

➔ Reducing the attack surface of 

monitored network components

➔ Integration of existing user 

databases, such as Active

Directory and UMC

Network Management

User repositories:

Central firewall management

Central configuration and 
management of the rule sets of 
decentralized cell firewalls.

Central firmware updates

Simultaneous distribution of
up-to-date firmware 
independently of devices 

Device hardening

Rule-based device hardening by 
disabling unneeded services and 
ports

Central user administration

Controlled and traceable device 
access with centralized user 
administration.



SINEC NMS – Leveraging OT-intimacy with IT-integration
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SINEC NMS – Made for OT

• Scalability
Manage, patch, backup- & restore up to 37,500 

OT network devices

• Graphical  representation
Topological recognition and representation of OT 

networks for quick and easy troubleshooting

• Interoperability
Tests also include 3rd party vendors

O
T

IT

• Integration into northbound IT Systems via REST 

APIs or OPC UA

• Data forwarding: Relevant device and event data 

available via syslog to IT systems (e.g. SIEM)

Integration into IT

SINEC NMS 

Operation

SINEC NMS 

Operation
SINEC NMS 

Operation

SINEC NMS 

Control SINEC NMS

Customer examples

Seite 21



SINEC 
Security Inspector

SINEC Security Monitor and Inspector are security software tools for different use cases 
from passive continuous monitoring to active one time scanning or both.
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▪ Software for passive, non-intrusive, continuous on-prem security monitoring during production

▪ Analysis of network traffic allows anomaly detection and integration into existing

Security Information and Event Management (SIEM)

▪ Developed and used internally by Siemens – from OT experts to OT customers

▪ Monitor requires hardware (server, sensor, agent), software license (subscription) and services

Monitor in a nutshell
SINEC 
Security Monitor

▪ Software for active scanning of components or networks (one time) in maintenance windows

▪ Developed for internal system tests, already in use for internal factories since >7 years

▪ No additional sensors (hardware) required

▪ Inspector requires software license (subscription) and optional services

Inspector in a nutshell

Asset detection SIEMVulnerability detection Anomaly detection

Seite 22



Cybersecurity step by step

Where do I stand? 

Where do I want to go? 

Where do I start?

Which are my critical 

assets?

How can I protect my critical assets?

How do I secure my overall environment?

How do I know if my 

security controls are 

working?

What do I do in case 

of a cyber attack?

Cybersecurity 

Assessment

• IEC 62443 

Assessment

• ISO 27001/ISMS 

Assessment

• High-level gap 

assessment

Strategy, 

Policies and 

Governance

Remote 

Access

Access 

Control

Risk & Vulnerability 

Management

Network 

Segmentation

Security Patching

System Hardening

Malware Protection

Security Logging 

and Monitoring

Data Backup & 

Restore

ICS Sensors & Real 

Time Threat Detection

Investigation & 

Hunting

Threat Mitigation & 

Response

Disaster Recovery 

Plan

Business Continuity 

Plan

Asset Management

Vulnerability 

Assessment/ 

Pentesting

Phases of 

the Journey

Training, Simulations and AwarenessIdentify Protect Detect RecoverDefense

Continuous Improvement
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NMS

NMS

NMS

Inspector (active)

Monitor (passive)

Inspector

Inspector

Monitor

Inspector

Monitor

SINEMA RC / 

ZScaler

Inspector

Monitor

Inspector

Monitor

Inspector

Monitor

Inspector

Monitor
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Legislation is underway in many 
parts of the world
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CIRCIA and SEC regulations in US will 

change how companies address cybercrime 

Focus is on: reporting, disclosure criteria 

and transparency 

Source: McKinsey, 2022

Tightening cybersecurity obligations across 

Europe – the NIS2 directive

Focus is on: new rules, more sectors included

Source: European Parliament, 2023

Key changes in data privacy and cyber security 

laws across Southeast Asia in 2022

Source: Herbert Smith Freehills, 2022

Source: EY Global, 2021

The Cybersecurity Resilience Act (CRA)

strengthens the EU Agency for cybersecurity (ENISA) 

Focus is on: Establishing a cybersecurity 

framework for products and services.

Source: European Commission, 2023 

Seite 24

https://www.mckinsey.com/capabilities/risk-and-resilience/our-insights/cybersecurity/cybersecurity-legislation-preparing-for-increased-reporting-and-transparency
https://www.europarl.europa.eu/news/en/headlines/security/20221103STO48002/fighting-cybercrime-new-eu-cybersecurity-laws-explained
https://www.herbertsmithfreehills.com/latest-thinking/key-changes-in-data-privacy-and-cyber-security-laws-across-southeast-asia-in-2022
https://www.ey.com/en_gl/cybersecurity/cybersecurity-how-do-you-rise-above-the-waves-of-a-perfect-storm


Digital
Enterprise
One of the greatest 

challenges of becoming 

a Digital Enterprise is 

optimally and 

at all times.
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From HW based network design to service based network infrastructure
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Virtualized Layer 2 

Machine Network
(VXLAN, EVPN, DetNet)

Virtual Tunnels
(VXLAN, EVPN, DetNet)

Centralized Infrastructure 

Functions and Services
(Network controller, Locating Hub)

IP based 

realtime protocols 
(DetNet)

Locating
(WiFi, UWB, 5G) ONE network

(Wired and Wireless)

Network 

Security
(Firewall, Zero Trust)
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Foundation for successful production

Challenge

Solution

Value 
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Overview network concept for Factory Automation
Network zones – Layer 2
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1 Backbone – central plant network 

connecting IT IDC & IDMZ to the 

OT network

Industrial data center (IDC)1a

Industrial Demilitarized Zone (IDMZ)1b

Aggregation – cumulating cells 

and possibility of added functionality
2

Cell network – one machine or 

functional group of the production 

in one cell

3

Industrial network – plant network IT

OTIT

OTIT

OT

11a 1b

2

3
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Overview network concept for Factory Automation
Industrial network
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Builds the basis for all production relevant 

communication needs of the customer

Is physically separated from the enterprise 

network to comply with IEC 62443 (SL2) 

because of security

Has a defined and controlled handover point 

to the enterprise network

Is in responsibility of OT while aligned 

with IT operations
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Future production of our customers requires flexibility and connectivity
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Adaptive, modular 
production lines

Fixed 
production lines

Future
production

accelerated to towards
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Industrial Wireless 

networks need a private 

frequency band!

▪ Self-management guarantees 

flexibility in production

▪ QoS supporting industrial needs

▪ Data stays on-premises 

Private networks combined with private spectrum ensure optimal data privacy 
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Global overview spectrum availability for local private 5G networks
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Decided Early discussion
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Coexistence of public and private 5G networks 
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Public 

Network

Private 

Network
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Industrial 5G based on private 5G infrastructure at Manufacturing Karlsruhe
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User

Equipment

Radio 

Access 

Network 

5G Core

e.g. 

reliable wireless connectivity to  AGV

Management of the 5G network

Distributed Unit: Signal conversion

Radio Units : Signal transmission

Central Unit: Control of the radio network

PRODUCTS

Connection to the 5G network SERVICES

Aftersales

5G SPECTRUM
5.230 € for 10 

years usage

Implementation

Consulting
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Future production requires flexibility, 

connectivity and security



Contact
Hannes Barth

Head Business Line Industrial and Rugged Networks

DI PA DCP NET

Gleiwitzerstr. 555

90475 Nürnberg

Germany

Mobile +49 174 309 7307

E-mail Barth.Hannes@siemens.com
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